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1 Motivation and Goals

In many development projects, testing has to be done under severe pressure due
to limited resources, a challenging time schedule, and the demand to guarantee
security and safety of the released software system. Risk-based testing, which
utilizes identified risks of a software system for testing purposes, has a high po-
tential to improve testing in this context. It optimizes the allocation of resources
and time, is a means for mitigating risks, helps to early identify critical areas,
and provides decision support for the management [1, 2]. Risk-based testing is
a type of software testing that explicitly considers risks of the software system
as the guiding factor to solve decision problems in all phases of the test process,
i.e., test planning, design, implementation, execution and evaluation [3–5]. It is
based on the intuitive idea to focus testing activities on those areas that trigger
the most critical situations for a software system [6]. The precise understanding
of risks as well as their focused treatment by risk-based testing has become one
of the cornerstones for critical decisions within complex software development
projects and recently gained much attention [7]. Lately, the international stan-
dard ISO/IEC/IEEE 29119 Software Testing [8] on testing techniques, processes
and documentation even explicitly considers risks as an integral part of the test
planning process. As a result, several risk-based testing approaches (e.g., [9] or
[10]) and empirical studies (e.g., [11] or [12]) have recently been provided to ad-
dress increased practical need in this area, but further research is still inevitable.

This special track on risk-based testing serves as a platform for researchers
and practitioners to present approaches, results, experiences and advances in
risk-based testing. Its goal was to bring together researchers and practitioners
working in the area of risk-based testing to discuss actual challenges and solu-
tions to them. For this purpose, we invited leading researchers and practitioners
to present their solutions to tackle actual challenges of risk-based testing. The
invited format ensured broad coverage of this important topic. All contributed
papers represent systematic rather than ad-hoc proposals which makes them in-
teresting for a wide audience. Together, the papers in this track, which are sum-
marized in the next section, provide a comprehensive and up-to-date overview
of the communitys response to challenges of risk-based testing.
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2 Contributions

The special track comprises six contributed papers summarized in the following
paragraphs.

Seehusen [13] presents a technique for risk-based test procedure identification,
prioritization, and selection. The technique takes a risk model in the form of a
risk graph as input, and produces a list of prioritized selected test procedures as
output. The technique is generic as it can be used with many existing risk docu-
mentation languages and many kinds of likelihood and risk types. In the paper,
the technique is demonstrated on the CORAS threat diagram language [14].

Felderer et al. [15] present a framework for integrating risk assessment, i.e.,
risk identification, analysis and evaluation, into an established test process. Their
framework contains a risk assessment model which configures the test process.
This model and its artifacts therefore determine the overall risk-based test pro-
cess and are the main component of their risk assessment framework for testing
purposes. The risk assessment model defines the test scope, the risk identification
method, a risk model, and the tooling for risk assessment. It is derived on the
basis of best practices extracted from published risk-based testing approaches
and applied to an industrial test process.

Yahav et al. [16] address the quality risk of open source software components.
For this purpose, Yahav et al. predict occurrence of bugs in these components
using communication and community data, i.e., data on email communication
traffic and social network dynamics on the basis of regression models. The in-
formation on predicted bugs is then intended to be used to allocate test efforts.
The approach is illustrated with data from four open source projects.

Grossmann et al. [17] present an approach called Risk-Based Security Testing
that combines risk analysis and risk-based test design activities based on formal-
ized security test patterns. The involved security test patterns are formalized by
using a minimal test design strategies language framework which is represented
as a UML profile. Such a (semi-)formal security test pattern is then used as the
input for a test generator accompanied by the test design model out of which the
test cases are generated. The approach is based on the CORAS method [14] for
risk analysis activities. Finally, a tool prototype is presented which shows how
to combine the CORAS-based risk analysis with pattern-based test generation.

Botella et al. [18] describe an approach to security testing called Risk-Based
Vulnarability Testing, which is guided by risk assessment and coverage to per-
form and automate vulnerability testing for web applications. Risk-Based Vul-
nerability testing adapts model-based testing techniques using a pattern-based
approach for the generation of test cases according to previously identified risks
and criticalities. For risk identification and analysis, the CORAS method [14]
is utilized. The integration of information from risk analysis activities with the
model-based test generation approach is realized by a test purpose language. It
is used to formalize security test patterns in order to make them usable for test
generators. Risk-Based Vulnerability Testing is applied to security testing of a
web application.
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